                    *** Cloud Services ***




* NOTE: Ranked from LEAST amount of control over YOUR resources (data) and LEAST amount of responsibility to the GREATEST amount of control and GREATEST amount of responsibility




1.                  *** Software as a Service (SaaS) ***

- Think of Google's apps (Gmail, Drive, Hangouts, Voice, Maps, etc); apps are HOSTED by a vendor and made available over a network

- Software available whenever you need it; NOTHING is downloaded/installed locally; NOTHING is developed

- A DISTRIBUTION model

- Consumers can USE the provider's apps, but DO NOT manage or control any of the underlying cloud infrastructure

Definition - the consumer can USE the PROVIDER'S apps running on a CLOUD INFRASTRUCTURE. The apps are accessible from various CLIENT DEVICES through either a thin client interface (browser) or a program interface. The consumer does not manage or control the underlying cloud infrastructure including: Network, Servers, OS, Storage, or even individual app capabilities, with the possible exception of limited user-specific app config settings





2.                  *** Platform as a Service (PaaS) ***

- Think of SERVERS and DATABASES

- Similar to Iaas (PROVIDING HARDWARE), but also PROVIDES 1. the OS 2. Software 3. Network

- Used to deploy your own app while offloading MANAGEMENT and CONTROL of the SYSTEM

- Consumer HAS CONTROL OVER the deployed apps

Definition - The consumer can DEPLOY onto the cloud infrastructure their CREATED or ACQUIRED apps created using programming languages, libraries, services, and tools supported by the provider. The consumer DOES NOT manage or control the underlying cloud infrastructure including network, servers, OS, or storage, but HAS CONTROL OVER the 1. Deployed Apps and possible config settings for the app-hosting environment



- Consumer:

1. Can CREATE and deploy their app; or deploy their acquired app

- Provider:

1. Middleware
2. OS
3. Hardware
4. Network
5. Facility



3.                  *** Infrastructure [Hardware] as a Service (IaaS) ***

- Think of Virtual Machines; someone else provides the HARDWARE

- Customer gets a basic OS and that's it (sometimes you might have to install the OS);

- Customer is responsible for SERVICES and APP(S); can DEPLOY and RUN the SERVICE/APPS, but DO DOES NOT manage or control the underlying infrastructure

Definition - The consumer is PROVIDED provision processing, storage, networks, and other fundamental computing RESOURCES where the consumer is able to DEPLOY and RUN arbitrary software, which can include OS and apps. The consumer DOES NOT manage or control the underlying cloud infrastructure but HAS CONTROL OVER 1. OS 2.Storage 3. Deployed Apps; and possible limited control of select networking componenets



- Customer PROVIDES/SUPPLIES:

1. App
2. Middleware (software that lies between an operating system and the applications running on it)
3. OS

* NOTE: Middleware; connects two applications together so data and databases can be easily passed between the “pipe"


- Cloud Service Provides/Supplies:

1. Hardware
2. Network
3. Facility




                    *** The 4 Cloud Delivery Models ***


1.                  *** Private Cloud (Your house) ***

- EXCLUSIVE use by a SINGLE organization comprising of MULTIPLE consumers (i.e business units); can be OWNED, MANAGED, and OPERATED by YOU, a 3rd party, or some combination...


- Privacy; No need to put data on the [public] internet

- Think of a house [which is the virtual data center]; You're responsible for the maintenance and decisions



2.                  *** Public Cloud (You're in a Hotel) ***

- GENERAL PUBLIC use of data; The data may be owned, managed, and operated by a business, academic, or government organization, or some combination...


- The cloud provider OWNS a public cloud and might use a "Pay-as-you-Go (PAYG) model

- Think of a hotel; you're only USING it temporarily; there's little-to-no responsibility; Microsft Azure or Amazon Web Services

- The ORGANIZATION is ACCOUNTABLE for the choice of Public Cloud and the security and privacy of the outsources service



3.                  *** Hybrid Cloud ***

Definition - This cloud infrastructure is a mixture of 2 or more distinct cloud infrastructures (Public, Private, or Community) that REMAIN unique entities, but are BOUND TOGETHER by standardized or proprietary technology that enables data and app portability (i.e Cloud Bursting for Load Balancing between Clouds)

- Usually is a Private + Public

* NOTE: When adding in Community Clouds that really just makes an EXTENSION of the Community Cloud rather than a true Hybrid Cloud



4.                  *** Community Cloud (Renting a Condo) ***

- EXCLUSIVE use by a SPECIFIC COMMUNITY of consumers from organizations that have SHARED CONCERNS (i.e mission, security requirments, policy, etc)


- Think of a condo; you OWN a PORTION, you SHARE maintenance of common areas, etc...




1. Shared Resources: Internal Cloud vs External Cloud

- Internal:

* NO resources are shared
* Company builds its own cloud
* Company pays for everything up front (Hardware; Network structure)
* NO ONGOING COSTS (Except power and HVAC)


- External:

* SHARING RESOURCES on PUBLIC CLOUD
* No need to purchase Hardware/Network structure
* Cost to USE the cloud can be METERED or UP-FRONT



2. Rapid Elasticity

- Scale up and down AS NEEDED
- SEAMLESS for everyone; nobody knows when this happens

* NOTE: You give or take away resources depending on how "busy" a service (or app) is



3. On-Demand Self Service

- VIRTUAL; Adding SOFTWARE, NETWORKS, SERVERS whenever you might need it

- INSTANT provisioning



4. Resource Pooling

- ALL computing power IS IN 1 LOCATION

- 1 LARGE POOL of resources

- This takes advantage of "Idle Time" of servers and those resources can be used elsewhere

* NOTE: Purchase 1 large piece of hardware and virtualize all servers inside


5. Measured Service

- EVERY ASPECT of an app is monitored and measured

* The bandwidth in and out
* Storage being used for an app
* How many users are using the app

- Updates/builds are based on these metrics above

- Resource planning and granular chargebacks


6. Metered vs Non-Metered

- Metered Cloud Service:

* You pay for what you use
* Cost to upload
* Cost to download
* Cost to store data on this cloud


- Non-Metered Cloud Service:

* You pay a FLAT FEE for a certain amount
* You get 1 block of storage for a 1-time fee




7. Off-Site Email Apps

- Expensive hardware (Servers) and storage

- Trained support team; ongoing BACKUP and MAINTENANCE

* Cloud-based Email Hosting

- Flat cost PER USER PER MONTH
- No need to purchase any servers and maintain any software

* NOTE: Microsoft 365; Gmail


8. Cloud File Storage Services

- Access, share, and edit from ANYWHERE; think of Google Drive; DropBox

* Synchronization App

- Stores files LOCALLY on local drive

- Any file saved to or moved to that folder will be sync'd to the cloud


9. Virtual App Streaming

- ON-DEMAND app

- There is NO LOCAL INSTALLATION; and is GLOBALLY distributed to your devices

- You start the app from the cloud jand the app is streamed down to your devices

- Components are downloaded as needed; 

- Data is stored securely to the cloud

- EASY to update since there's no deploying to desktops/devices; CENTRALIZED; quickly managed; changes are immediate

- Since some data is CACHED; the update will only take in the CHANGE



* Mobile Phones/Tablets

- Allows you to run an app (or portion of it) in real-time without downloading it

- data is cached LOCALLY for later use


* Laptops/Desktops

- No complex deployment

- Apps are only streamed if they are used

- Quickly manage and make changes; INSTANTLY AVAILABLE


10. Virtual Desktop (VDI) [Virtual Desktop Infrastructure]

- A user is connected to a PRE-BUILT desktop


* Virtual NIC (Network Interface Card)

- All communication in the Virtual Desktop are LOCAL TO THE VIRTUAL DESKTOP

- NO SENSITIVE data is sent from the LOCAL device (the device used to access the Virtual Desktop)